Civil and Environmental Engineering Seminar Series

[bookmark: _GoBack]The Sonny Astani Department of Civil & Environmental Engineering presents

     [image: ]Dajiang Suo, Ph.D.
Massachusetts Institute of Technology

Wednesday, March 1, 2023
2pm-3pm
KAP 209
https://usc.zoom.us/j/95242807214

[bookmark: _heading=h.gjdgxs]
“Designing and Deploying Connected Infrastructure to Enable Secure and Safe Automated Transportation”

Abstract: By incorporating the Internet of Things into transportation infrastructure, we can make roads smarter to communicate with vehicles for automated driving. However, enhanced connectivity on roads and within vehicles also comes with the price of new cyber threats. In this talk, I will first review problems with autonomy today, focusing on the missing link between vehicles and roads. I will then introduce two applications of using connected infrastructure to improve transportation safety and efficiency. The second part of this talk will focus on the theoretical foundations for cyber-physical system security. In particular, I will introduce a new security protocol for protecting the data exchange between vehicles and roadside infrastructure. Under the guidance of game-theoretic analysis, the protocol is designed by merging the physical law of vehicle movement with security engineering principles, including Blockchain. In addition to mitigating cyber threats, the protocol provides incentives for vehicles to share sensing data. The results imply the necessity of considering social contexts when developing security solutions for transport connectivity. Finally, I will conclude with future work by discussing the adoption of connected infrastructure in smart cities that go beyond the transport sector.

Bio: Dajiang Suo is a research scientist at MIT Auto-ID Lab. He obtained a Ph.D. in Mechanical Engineering from MIT in 2020. Suo holds a B.S. degree in mechatronics engineering from Beijing Institute of Technology, and S.M. degrees in Computer Science and Engineering Systems from Tsinghua University and MIT respectively. His research interests include Internet of Things, connected vehicles, critical infrastructure protection, and cybersecurity.

Before returning to school to pursue PhD degree, Suo was with the vehicle control and autonomous driving team at Ford Motor Company (Dearborn, MI), working on the safety and cyber-security of automated vehicles. He also serves on the Standing Committee on Enterprise, Systems, and Cyber Resilience (AMR40) at the Transportation Research Board. 
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